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SPECIAL NOTE REGARDING FORWARD-LOOKING STATEMENTS

This Annual Report on Form 10-K contains forward-looking statements within the meaning of Section 27A of the
Securities Act of 1933, as amended, and Section 21E of the Securities Exchange Act of 1934, as amended, that
involve substantial risks and uncertainties. Forward-looking statements generally relate to future events or our future
financial or operating performance. In some cases, you can identify forward-looking statements because they contain
words such as “may,” “will,” “appears,” “should,” “expects,” “plans,” “anticipates,” “could,” “intends,” “target,” “projects,” “c
“believes,” “estimates,” “predicts,” “potential,” or “continue,” or the negative of these words or other similar terms or
expressions that concern our expectations, strategy, plans, or intentions. Forward-looking statements contained in this
Annual Report on Form 10-K include, but are not limited to, statements about our future financial performance, our
anticipated growth and growth strategies and our ability to effectively manage that growth, our ability to invest in and
develop our products and services to operate with changing technology, our anticipated expansion and growth in
Gross Payment Volume (GPV) and revenue, our plans for international expansion, our plans with respect to patents
and other intellectual property, our expectations regarding litigation, and the sufficiency of our cash and cash
equivalents and cash generated from operations to meet our working capital and capital expenditure requirements.
The outcome of the events described in these forward-looking statements is subject to risks, uncertainties, and other
factors described in the section titled “Risk Factors” and elsewhere in this Annual Report on Form 10-K.

We undertake no obligation to update any forward-looking statements made in this Annual Report on Form 10-K to
reflect events or circumstances after the date of this Annual Report on Form 10-K or to reflect new information or the
occurrence of unanticipated events, except as required by law.

EEINT3 99 ¢ EEINT3 99 ¢

9 ¢ 99 ¢
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PART I
Item 1. BUSINESS

Our Business

We started Square in February 2009 to enable businesses (sellers) to accept card payments, an important capability
that was previously inaccessible to many businesses. However, sellers also need innovative solutions to thrive, and we
have since expanded to provide additional products and services to provide these businesses with access to the same
tools as large businesses. This approach aligns with our purpose of economic empowerment, as everything we do
should give sellers accessible, affordable tools to grow their businesses and participate in the economy.

Square is a cohesive commerce ecosystem that helps our sellers start, run, and grow their businesses. We combine
sophisticated software with affordable hardware to enable sellers to turn mobile devices and computing devices into
powerful payment and point-of-sale solutions. We have high seller acceptance rates and fast onboarding, while
maintaining low risk and fraud losses as a result of our approach to risk management that emphasizes data science and
machine learning. We focus on technology and design to create products and services that are cohesive, fast,
self-serve, and dependable. These attributes differentiate us in a fragmented industry that forces sellers to stitch
together hardware, software, and payments services from multiple vendors.

The foundation of our ecosystem is a full service, managed payments offering. Once a seller downloads the Square
Point of Sale mobile app, they can quickly and easily take their first payment, because we can typically bring them
onto our system in minutes. With our offering, a seller can accept payments in person via magnetic stripe (a swipe),
EMV (Europay, MasterCard, and Visa) (a dip), or NFC (Near Field Communication) (a tap); or online via Square
Invoices, Square Virtual Terminal, or the seller’s website. Once on our system, sellers gain access to technology and
features such as reporting and analytics, next-day settlements, digital receipts, payment dispute management and
chargeback protection, and Payment Card Industry (PCI) compliance. On the consumer (buyer) side, Square Cash
offers individuals access to a fast, easy way to send and receive money electronically to and from individuals and
businesses.

Our commerce ecosystem also includes powerful point-of-sale software and services that help sellers make informed
business decisions through the use of analytics and reporting. As a result, sellers can manage orders, inventory,
locations, employees, and payroll; engage and grow their sales with customers; and gain access to business loans. We
monetize these features through either a per transaction fee, a subscription fee, or a service fee. Some of these
advanced point-of-sale features are broadly applicable to our seller base and include Employee Management and
Customer Engagement. With our Square Capital service, we facilitate the offering of loans to sellers based on their
payment processing history, and the product is broadly applicable across our seller base. We have also extended our
ecosystem to serve sellers with more specific needs. Our Build with Square developer platform (APIs) allows
businesses with individualized needs to customize their business solutions while processing payments on Square and
taking advantage of all the services in our ecosystem, including integration with third-party applications. In addition,
certain verticals, such as service and retail sellers, benefit from specific features such as Invoices, Appointments, and
Square Inventory. We also serve sellers through Caviar, a food ordering service that helps restaurants reach new
customers and increase sales without additional overhead.

We have grown rapidly to serve millions of sellers that represent a diverse set of industries, including retail, services,
and food-related businesses, and sizes, ranging from a single vendor at a farmers’ market to multi-location businesses.
These sellers also span geographies including the United States, Canada, Japan, and Australia. We believe the
diversity of our sellers underscores the accessibility and flexibility of our offerings. In the year ended December 31,
2016, we processed $49.7 billion of Gross Payment Volume (GPV), which was generated by 1 billion card payments
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from approximately 245 million payment cards. We processed $35.6 billion and $23.8 billion of GPV in 2015 and
2014, respectively.

Our ability to add new sellers efficiently, and help them grow their business after they join our platform, has led to
continued and sustained growth. Our existing sellers also represent a sizable opportunity to up-sell and cross-sell
products and services with little incremental sales and marketing expense. Additionally, we are increasingly serving
larger sellers, which we define as those that generate more than $125,000 in annualized GPV. GPV from larger sellers
represented 42% of our GPV in the fourth quarter of 2016, an increase from 39% in the fourth quarter of 2015.
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Year Ended December 31, 2015to 201410

2016 2015
% %
2016 2015 2014 Change Change
Gross Payment Volume (GPV) (in millions) $49,683 $35,643 $23,780 39 % 50 %
Total net revenue $1,708,721 $1,267,118 $850,192 35 % 49 %
Adjusted Revenue $686,618  $452,168  $276,310 52 % 64 %
Net loss attributable to common stockholders $(171,590 ) $(212,017 ) $(154,093)
Adjusted EBITDA $44,887 $41,115 ) $(67,741 )
Net loss per share attributable to common stockholders:
Basic $(0.50 ) $(1.24 ) $(1.08 )
Diluted $(0.50 ) $(1.24 ) $(1.08 )
Adjusted Net Income (Loss) Per Share:
Basic $0.04 $(0.39 ) $(0.62 )
Diluted $0.04 $(0.39 ) $(0.62 )

Our Products and Services
Managed Payments Solutions

The foundation of our ecosystem is a full service, managed payments offering. As previously mentioned, sellers can
onboard to Square in minutes, and once onboarded, a seller can accept payments in person via the swipe, dip, or tap of
a card; online via Square Invoices, Square Virtual Terminal, or the seller’s website; or through Square Cash, our
personal finance app. By paying one transparent transaction fee, sellers receive technology and features that allow
them to manage the entire payment lifecycle including reporting and analytics, next-day settlements (or instant
settlement for an additional transaction fee via Instant Deposit), digital receipts, payment dispute management and
chargeback protection, and PCI compliance. Transaction-based revenue as a percentage of GPV was 2.93%, 2.95%,
and 2.98% in the years ended December 31, 2016, 2015, and 2014, respectively.

In-person/card present (CP) payments
For in-person payments, our affordable, custom-designed hardware can process all card payment forms, including
magnetic stripe, EMV chip, and NFC technology. Sellers can accept Visa, MasterCard, American Express, or

Discover for one transaction fee. Our hardware includes the following products:

Magstripe reader: Our free magstripe reader enables swiped transactions of magnetic stripe cards by connecting with
an iOS or Android smartphone or tablet.

Contactless and chip reader: This reader accepts EMV chip cards and NFC payments, enabling acceptance via Apple
Pay, Android Pay, and other mobile wallets. The reader connects wirelessly or via USB.

Chip card reader: Our chip card reader accepts EMV chip cards and enables swiped transactions of magnetic stripe
cards by connecting with an iOS or Android smartphone or tablet.

. Square Stand: This hardware transforms an iPad into a full point-of-sale terminal. It features an integrated

magnetic stripe reader, provides power to a connected iPad, and can connect to the contactless and chip
reader wirelessly or via USB. Square Stand also connects to various peripheral devices that brick-and-mortar

7
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businesses need, such as barcode scanners and receipt printers.
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Online/card not present (CNP) payments

Sellers can also accept online or card not present payments with Square by manually entering card information into
the Square Point of Sale mobile app or into Square Virtual Terminal via a web browser. Additionally, Square Invoices
allows a seller to collect payments securely by creating a custom digital invoice from Square Point of Sale or from
Square Dashboard, our reporting and analytics tool, which is then emailed directly to the customer.

Square Cash

Square Cash is an easy-to-use personal finance app that allows anyone to send and receive money electronically.
Individuals and businesses can sign up for a Square Cash account using just a debit card, bank account, or credit card
and an email address or a phone number. Square Cash is free for individuals sending peer-to-peer payments with a
debit card or bank account, or for a per transaction fee for all businesses and individuals sending peer-to-peer
payments with a credit card. Individuals have multiple ways to access the money in their Square Cash account.
Peer-to-peer payments users can deposit funds into their bank account within 1-3 business days for free, or instantly
for a per transaction fee. Alternatively, users can store the money in Square Cash, which can be linked to a virtual
Visa debit card that can be used for online purchases or in-person payments where Apple Pay is accepted.

Square Point of Sale

Square Point of Sale is our powerful point-of-sale software that can be downloaded to any iOS or Android device and
is designed to get a seller (and their employees) up and running quickly. It consists of managed payments solutions
and advanced software products, all of which are integrated with one another to provide both sellers and their buyers
with a cohesive experience that is fast, self-serve, and dependable. Square Point of Sale also includes Square
Dashboard, our cloud-based reporting and analytics tool that provides sellers with real-time data and insights about
sales, items, customers, and employees. This enables sellers to make informed decisions about their business. We
monetize these features through either a per transaction fee, a subscription fee, or a service fee.

Our advanced point-of-sale features are ideal for a seller with a more complex business or for a seller who has
multiple employees and/or locations. Location and employee management allows a seller to track sales by location,
device, or employee; customize employee permissions; and create employee timecards. Square Payroll empowers
sellers to grow by making it easy to hire, onboard, and pay employees and the associated taxes. Square Point of Sale
also provides customer engagement tools that help sellers grow their business through digital customer feedback,
marketing, and loyalty programs. By linking customer data with point-of-sale and transaction data, we can offer
targeted marketing campaigns and a closed-loop system that allows sellers to easily assess the return on investment of
their marketing efforts.

Additionally, we continue to add features to Square Point of Sale to better meet the needs of specific industries, such
as services, retail, and food-related sellers. Sellers in the services industry can enable their customers to easily
schedule appointments with their preferred time, service, and staff member. Sellers can also send invoices to their
customer’s email address, creating a seamless experience from booking to payment. And sellers in food-related
industries, like bars and restaurants, can easily create, save, add to, split, and close tickets (with tip).

We recently launched Square for Retail, our first industry-specific point of sale that is purpose-built for retailers with
sophisticated management needs. Square for Retail is an end-to-end solution that fully integrates with our managed
payments solutions and hardware. It has a search-based user interface and fast barcode scanning; advanced inventory
management that supports tens of thousands of items, cost of goods sold, purchase orders; and employee management
and advanced clienteling capabilities that allow retail sellers to better understand their customers’ habits.
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Developer platform

We have opened Square to reach sellers who want access to our ecosystem but also want flexibility in their solutions
to meet their individualized business needs. Build with Square is our developer platform, consisting of various
application program interfaces (APIs) that allow sellers and their developers to customize business solutions. Our
Point-of-Sale API allows sellers to integrate any iOS or Android point of sale with Square to accept payments and
access all other services in the ecosystem. This is particularly useful for sellers with highly-individualized
point-of-sale needs. With our e-commerce API, sellers can integrate Square with their e-commerce website, giving
them the ability to track, manage, and grow both their online and offline businesses in a single dashboard.

6
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Build with Square also has APIs for sellers to integrate Square with business solutions such as item and inventory
management, sales reporting and analytics, and employee management. Through the Square App Marketplace, sellers
can also integrate Square with third-party apps, such as QuickBooks or BigCommerce, that create extensions to our
point-of-sale functionality and other back office solutions, and enables sellers to integrate all of their business data.

Square Capital

Square Capital, through a partnership with a Utah-chartered, member FDIC industrial bank, facilitates loans to
pre-qualified sellers based on real-time payment and point-of-sale data. These customized loan offers eliminate the
lengthy (and often unsuccessful) loan application process for the seller, while facilitating prudent risk management.
The terms are straightforward for sellers, and once approved, they get their funds quickly, often the next business day.
Sellers can use these funds to make investments in their business, such as purchasing inventory or equipment, hiring
additional employees, expanding their stores, or opening new locations.

Generally, loan repayment occurs automatically through a fixed percentage of every card transaction a seller takes. By
simply running their business, sellers repay their loan within an average of nine months. We currently fund a majority
of these loans from arrangements with institutional third-party investors who purchase these loans on a forward-flow
basis. This funding significantly increases the speed with which we can scale Square Capital services and allows us to
mitigate our balance sheet and liquidity risk.

Since its public launch in May 2014, Square Capital has facilitated over 200,000 loans and merchant cash advances
(MCAs), representing $1.3 billion.

Caviar

Caviar is another service we offer that helps sellers grow and provides a differentiated way to service restaurants, a
large target market for managed payments and point-of-sale solutions. This service makes it easy for restaurants to
offer food delivery to their customers, enabling them to expand their sales and grow revenue without additional
overhead. Individuals can order food from local restaurants through the Caviar website or mobile app, which is
purpose-built to make delivery fast and easy. Caviar is currently available in many U.S. markets, including but not
limited to New York, San Francisco, and Philadelphia, with thousands of partner restaurants. Caviar charges
consumers a delivery and service fee per order. We also charge our partner restaurants a seller fee as a percentage of
total food order value.

Our Sellers

Our sellers represent a diverse range of industries, including retail, services, and food-related businesses. We serve
sellers of various sizes, ranging from a single vendor at a farmers’ market to multi-location businesses. These sellers
also span geographies including the United States, Canada, Japan, and Australia, with further international expansion
planned. We believe the diversity of our sellers underscores the accessibility and flexibility of our offerings.

We are increasingly serving larger sellers, which we define as sellers that generate more than $125,000 in annualized
GPV. GPV from larger sellers represented 42% of total GPV in the fourth quarter of 2016, up from 39% in the fourth
quarter of 2015 and 33% in the fourth quarter of 2014. For the year ended December 31, 2016, we had no customer
who accounted for greater than 10% of our GPV or our net revenue.

11
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The chart below shows the mix of our GPV by seller size and industry:

13
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Sales and Marketing

We have a strong brand and continue to increase awareness of Square among sellers by enhancing our services and
fostering rapid adoption through brand affinity, direct marketing, public relations, and strategic partnerships. Our Net
Promoter Score (NPS) has averaged nearly 70 over the past four quarters, which is double the average score for
banking providers. Our high NPS means our sellers recommend our services to others, strengthening our brand and
helping to drive efficient customer acquisition.

Direct marketing, online and offline, has also been an effective customer acquisition channel. This includes online
display advertising, online search engine optimization and marketing, social media, direct mail campaigns, seller
referral programs, television advertising, and trade shows and events. Additionally, Square hardware products, such as
our contactless and chip reader or Square Stand, are available at over 36,000 retail stores (including Apple, Amazon,
Best Buy, Staples, Target, and Walgreens). Our direct sales and account management teams also contribute to the
acquisition and support of larger sellers. In addition to direct channels, we work with third-party partners and
developers who offer our solutions to their customers.

Our direct, ongoing interactions with our sellers help us tailor offerings to them, at scale, and in the context of their
usage. We use various scalable communication channels, such as email marketing, in-app notifications and
messaging, dashboard alerts, and Square Communities, our online forum for sellers, to increase the awareness and
usage of our products and services with little incremental sales and marketing expense.

Product Development and Technology

We design our products and services to be cohesive, fast, self-serve, and dependable, and we organize our product
teams accordingly, combining individuals from product management, development and engineering, data science, and
design. Our products and services are mobile-first and platform-agnostic, and we are able to continuously optimize
them because our hardware, software, and payments processing are integrated. We frequently update our software
products and have a regular software release schedule with improvements deployed generally twice a month, ensuring
our sellers get immediate access to the latest features. Our services are built on a scalable technology platform, and we
place a strong emphasis on data analytics and machine learning to maximize the efficacy, efficiency, and scalability of
our services. This enables us to capture and analyze over a billion transactions per year and automate risk assessment
for more than 99.95% of all transactions. Our hardware is designed and developed in-house, and we contract with
third-party manufacturers for production. Our product development expenses were $268.5 million, $199.6 million

and $144.6 million for the years ended December 31, 2016, 2015, and 2014, respectively.

Transaction Processing Overview

Processing card transactions requires close coordination among a number of industry participants that provide the
services and infrastructure required to enable such transactions. These participants consist of payment service
providers, acquiring processors, card networks, and issuing banks. Within this landscape, Square serves as a payment
service provider, acting as the touch point for the seller to the rest of the payment chain. The definitions and graphic
below outline this payment chain and the typical flow of a Square transaction, along with the types of fees typically
paid and received at each stage.

Payment Service Provider (PSP): Provider of the payment services that holds the direct relationship with the seller and

facilitates the rest of the transaction on behalf of the seller. A PSP is also the merchant of record for the transaction.
The merchant of record is liable for the settlement of transactions processed.

14
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Acquiring Processor: Provider of the back-end technology that facilitates the flow of payment information through the
Card Networks to the Issuing Bank. Our agreements with acquiring processors typically have terms of two to four
years.

Card Networks (e.g. Visa, MasterCard): Provider of the infrastructure for card payment information to flow from the
Acquiring Bank to the Acquiring Processor.

Issuing Bank: The financial institution that issues the buyer’s payment card.
Acquiring Bank: The financial institution associated with the Acquiring Processor.

9

15



Edgar Filing: Square, Inc. - Form 10-K

Once the buyer is ready to make a purchase, the seller inputs the transaction into the Square Point of Sale and
“presents the buyer with the amount owed.

For in-person transactions, the buyer pays by swiping or dipping their payment card, or by tapping their
NFC-enabled payment card or mobile device on a Square Reader or Square Stand, which captures the buyer’s

2.account information. For card not present transactions, card information is keyed in manually by either the buyer or
seller into the Square Point of Sale app, Square Invoices, Square Virtual Terminal, or the seller's e-commerce
website.

The Square Point of Sale sends the transaction information to Square, which acts as the
PSP.

Square passes the transaction information to the Acquiring Processor via an internet connection. Square pays a small
“fixed fee per transaction to the Acquiring Processor.

The Acquiring Processor routes the transaction to the appropriate Card Network affiliated with the buyer’s card such
5.as Visa, Mastercard, Discover, or American Express. Square pays a variety of fees to the Card Network, the most

significant of which are assessment fees that are typically less than 0.15% of the transaction amount.

10
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The Acquiring Processor then routes the transaction through the Card Network to the Issuing Bank, which
“authorizes or declines the transaction for the buyer’s payment card.

Upon authorization, the Issuing Bank sends a notification back through the Card Network to the Square Point of
"Sale to inform the seller that the transaction has been successfully authorized.

The Square Point of Sale sends a digital receipt for the transaction to the buyer, enabling a persistent communication
8.channel between the seller and the buyer. For example, this is how the buyer can send feedback to the seller about
the service provided.

The Issuing Bank then triggers a disbursement of funds to the Acquiring Bank through the Card Network for the
transaction amount. Square will ultimately pay the Issuing Bank an interchange fee as a percentage of the amount of

9.the transaction plus a fixed fee per transaction, which together average between 1.5% to 2.0% of the transaction
amount. However, this percentage can vary significantly based on the card type, transaction type, and transaction
size.

Square transfers the funds to the seller’s bank account, net of the fee charged by Square. Square provides sellers
with fast access to funds, typically settling with them by the business day after the date of the transaction via
"Automated Clearing House (ACH) transfers, or the same day via its Instant Deposit service for an additional
transaction fee. Square pays a very small fee for each ACH transfer.

The funds are settled from the Acquiring Bank to Square, typically in one to two business days after the date of the
“transaction.

At the end of the month, the Issuing Bank sends a statement to the buyer showing their monthly charges. The
12.statement includes a reference to Square as the merchant of record on the billing statement as a prefix to the seller
name (denoted as SQ).
Our Competition

The markets in which we operate are competitive and evolving. Our competitors range from large, well-established
vendors to smaller, earlier-stage companies.

We seek to differentiate ourselves from competitors primarily on the basis of our commerce ecosystem and our focus
on building products and services that are cohesive, fast, self-serve, and dependable. With respect to each of these
factors, we believe that we compare favorably to our competitors.

For payments and point-of-sale services, we compete primarily with traditional acquiring processors and payment
processors who sell costly card terminal and point-of-sale systems, often tied to long-term contracts, through direct
sales or Independent Sales Organization (ISO) channels. Many competitors offer payments and point-of-sale services
that have features tailored to particular industries or business types but require sellers to stitch together technology
from multiple hardware, software, and payments vendors.

Some sellers may elect to use individual point-of-sale solutions from other companies that overlap with certain
functions and features that we provide, including:

Business software providers such as those that provide inventory management, analytics, customer management and
marketing, e-commerce, and appointment solutions;

17
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Established or new alternative lenders;
Delivery service providers; and

Peer-to-peer payment providers.

11
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Intellectual Property

We seek to protect our intellectual property rights by relying on a combination of federal, state, and common law
rights in the United States and other countries, as well as on contractual measures. It is our practice to enter into
confidentiality, non-disclosure, and invention assignment agreements with our employees and contractors, and into
confidentiality and non-disclosure agreements with other third parties, in order to limit access to, and disclosure and
use of, our confidential information and proprietary technology. In addition to these contractual measures, we also rely
on a combination of trademarks, trade dress, copyrights, registered domain names, trade secrets, and patent rights to
help protect our brand and our other intellectual property.

We have developed a patent program and strategy to identify, apply for, and secure patents for innovative aspects of
our products, services, and technologies where appropriate. As of December 31, 2016, we had 229 issued patents and
588 filed patent applications in the United States and in foreign jurisdictions relating to a variety of aspects of our
technology. Our issued patents will expire between 2022 and 2035. We intend to file additional patent applications as
we continue to innovate through our research and development efforts and to pursue additional patent protection to the
extent we deem it beneficial and cost-effective.

We actively pursue registration of our trademarks, logos, service marks, trade dress, and domain names in the United
States and in other jurisdictions. We are the registered holder of a variety of U.S. and international domain names that
include the term “Square” and variations thereof.

From time to time, we also incorporate certain intellectual property licensed from third parties, including under certain
open source licenses. Even if any such third-party technology did not continue to be available to us on commercially
reasonable terms, we believe that alternative technologies would be available as needed in every case.

Government Regulation

Foreign and domestic laws and regulations apply to many key aspects of our business. Failure to comply with these
requirements may result in, among other things, revocation of required licenses or registrations, loss of approved
status, private litigation, regulatory or governmental investigations, administrative enforcement actions, sanctions,
civil and criminal liability, and constraints on our ability to continue to operate.

Payments Regulation

Various laws and regulations govern the payments industry in the United States and globally. For example, certain
jurisdictions in the United States require a license to offer money transmission services, such as our peer-to-peer
payments product, Square Cash, and we maintain a license in each of those jurisdictions and comply with new license
requirements as they arise. We are also registered as a “Money Services Business” with the U.S. Department of
Treasury’s Financial Crimes Enforcement Network. These licenses and registrations subject us, among other things, to
record-keeping requirements, reporting requirements, bonding requirements, limitations on the investment of
customer funds, and inspection by state and federal regulatory agencies.

Outside the United States, we provide localized versions of some of our services to customers, including through
various foreign subsidiaries. For example, in Canada, Japan, and Australia, Square Point of Sale is the sole payments
service we offer. The activities of those non-U.S. entities are, or may be, supervised by regulatory authorities in the
jurisdictions in which they operate. For instance, we are registered with the Australian Transaction Reports and
Analysis Centre (AUSTRAC), as required by anti-money laundering rules, to provide payments services in Australia.
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Our payments services may be or become subject to regulation by other authorities, and the laws and regulations
applicable to the payments industry in any given jurisdiction are always subject to interpretation and change.

Consumer Financial Protection

The Consumer Financial Protection Bureau and other federal, local, state, and foreign regulatory agencies regulate
financial products, including credit, deposit, and payments services, and other similar services. These agencies have
broad consumer protection mandates, and they promulgate, interpret, and enforce rules and regulations that affect our
business.
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Anti-Money Laundering

We are subject to anti-money laundering (AML) laws and regulations in the United States and other jurisdictions. We
have implemented an AML program designed to prevent our payments network from being used to facilitate money
laundering, terrorist financing, and other illicit activity. Our program is also designed to prevent our network from
being used to facilitate business in countries, or with persons or entities, included on designated lists promulgated by
the U.S. Department of the Treasury’s Office of Foreign Assets Controls and equivalent foreign authorities. Our AML
compliance program includes policies, procedures, reporting protocols, and internal controls, including the
designation of an AML compliance officer, and is designed to address these legal and regulatory requirements and to
assist in managing risk associated with money laundering and terrorist financing.

Protection and Use of Information

We collect and use a wide variety of information to help ensure the integrity of our services and to provide features
and functionality to our customers. This aspect of our business, including the collection, use, and protection of the
information we acquire from our own services as well as from third-party sources, is subject to laws and regulations in
the United States and elsewhere. Accordingly, we publish our privacy policies and terms of service, which describe
our practices concerning the use, transmission, and disclosure of information. As our business continues to expand in
the United States and worldwide, and as laws and regulations continue to be passed and their interpretations continue
to evolve, additional laws and regulations may become relevant to us.

Communications Regulation

We send texts, emails, and other communications in a variety of contexts, such as when providing digital receipts.
Communications laws, including those promulgated by the Federal Communications Commission, apply to certain
aspects of this activity in the United States and elsewhere.

Additional Developments

Various regulatory agencies in the United States and elsewhere continue to examine a wide variety of issues that could
impact our business, including products liability, import and export compliance, accessibility for the disabled,
insurance, marketing, privacy, and labor and employment matters. As our business continues to develop and expand,
additional rules and regulations may become relevant. For example, if we choose to offer Square Payroll in more
jurisdictions, additional regulations, including tax rules, will apply.

Our Employees

As of December 31, 2016, we had 1,853 full-time employees. We also engage temporary employees and consultants
as needed to support our operations. None of our employees are either represented by a labor union or subject to a
collective bargaining agreement. We have not experienced any work stoppages, and we consider our relations with our
employees to be good.

Corporate Information

Square was incorporated in Delaware in June 2009. Our headquarters are located at 1455 Market Street, Suite 600,
San Francisco, California 94103. Our telephone number is (415) 375-3176. Our website is located at
www.squareup.com, and our investor relations website is located at www.squareup.com/about/investors. The
information contained in, or accessible through, our website is not part of, and is not incorporated into, this Annual
Report on Form 10-K.
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We use various trademarks and trade names in our business, including “Square” and Square®, which we have registered
in the United States and in various other countries. This Annual Report on Form 10-K also contains trademarks and
trade names of other businesses that are the property of their respective holders. We have omitted the ® and ™
designations, as applicable, for the trademarks we name in this Annual Report on Form 10-K.

Available Information
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Copies of our Annual Reports on Form 10-K, Quarterly Reports on Form 10-Q, Current Reports on Form 8-K, and
amendments to these reports filed or furnished pursuant to Section 13(a) or 15(d) of the Securities Exchange Act of
1934, as amended (Exchange Act), are available, free of charge, on our investor relations website as soon as
reasonably practicable after we file such material electronically with or furnish it to the Securities and Exchange
Commission (SEC). The SEC also maintains a website that contains our SEC filings. The address of the site is
www.sec.gov. Further, a copy of this Annual Report on Form 10-K is located at the SEC’s Public Reference Room at
100 F Street, NE, Washington, D.C. 20549. Information on the operation of the Public Reference Room can be
obtained by calling the SEC at 1-800-SEC-0330.

We webcast our earnings calls and certain events we participate in or host with members of the investment community
on our investor relations website. Additionally, we provide notifications of news or announcements regarding our
financial performance, including SEC filings, investor events, press and earnings releases, and blogs as part of our
investor relations website. We have used, and intend to continue to use, our investor relations website, as well as the
Twitter accounts @Square and @SquarelR, as means of disclosing material non-public information and for complying
with our disclosure obligations under Regulation FD. Further corporate governance information, including our board
committee charters, code of business conduct and ethics and corporate governance guidelines, is also available on our
investor relations website under the heading “Governance Documents.” The contents of our websites are not intended to
be incorporated by reference into this Annual Report on Form 10-K or in any other report or document we file with

the SEC, and any references to our websites are intended to be inactive textual references only.
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Item 1A. RISK FACTORS

Investing in our securities involves a high degree of risk. You should carefully consider the risks and uncertainties
described below, together with all of the other information in this Annual Report on Form 10-K, including the section
titled “Management’s Discussion and Analysis of Financial Condition and Results of Operations” and our consolidated
financial statements and related notes, before making any investment decision with respect to our securities. The risks
and uncertainties described below may not be the only ones we face. If any of the risks actually occur, our business
could be materially and adversely affected. In that event, the market price of our Class A common stock could decline,
and you could lose part or all of your investment.

Risks Related to Our Business and Our Industry

Our business depends on a strong and trusted brand, and any failure to maintain, protect, and enhance our brand would
hurt our business.

We have developed a strong and trusted brand that has contributed significantly to the success of our business. Our
brand is predicated on the idea that sellers and buyers will trust us and find value in building and growing their
businesses with our products and services. Maintaining, protecting, and enhancing our brand is critical to expanding
our base of sellers, buyers, and other third-party partners, as well as increasing engagement with our products and
services. This will depend largely on our ability to maintain trust, be a technology leader, and continue to provide
high-quality and secure products and services. Any negative publicity about our industry or our company, the quality
and reliability of our products and services, our risk management processes, changes to our products and services, our
ability to effectively manage and resolve seller and buyer complaints, our privacy and security practices, litigation,
regulatory activity, and the experience of sellers and buyers with our products or services, could adversely affect our
reputation and the confidence in and use of our products and services. Harm to our brand can arise from many sources,
including failure by us or our partners to satisfy expectations of service and quality; inadequate protection of sensitive
information; compliance failures and claims; litigation and other claims; employee misconduct; and misconduct by
our partners, service providers, or other counterparties. If we do not successfully maintain a strong and trusted brand,
our business could be materially and adversely affected.

Our growth may not be sustainable and depends on our ability to retain existing sellers, attract new sellers, and
increase sales to both new and existing sellers.

Our total net revenue grew from $850.2 million in 2014 to $1,267.1 million in 2015 and to $1,708.7 million in 2016.
We expect our rate of revenue growth will decline, and it may decline more quickly than we expect for a variety of
reasons, including the risks described in this Annual Report on Form 10-K. Our sellers and other users of our services
have no obligation to continue to use our services, and we cannot assure you that they will. We generally do not have
long-term contracts with our sellers, and the difficulty and costs associated with switching to a competitor may not be
significant for many of our services. Our sellers’ payment processing activity with us may decrease for a variety of
reasons, including sellers’ level of satisfaction with our products and services, the effectiveness of our support services,
our pricing, the pricing and quality of competing products or services, the effects of global economic conditions, or
reductions in our sellers’ customer spending levels. In addition, the growth of our business depends in part on existing
sellers expanding their use of our products and services. If we are unable to encourage sellers to broaden their use of
our services, our growth may slow or stop, and our business may be materially and adversely affected. The growth of
our business also depends on our ability to attract new sellers, to encourage larger sellers to use our products and
services, and to introduce successful new products and services. We have invested in new products and services,
including Square Cash, Caviar, Instant Deposit, and Invoices and will continue to invest in new products and services,
but if those products and services fail to be successful, our growth may slow or decline.
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Our business has generated net losses, and we intend to continue to invest substantially in our business. Thus, we may
not be able to achieve or maintain profitability.

We generated net losses of $171.6 million, $212.0 million, and $154.1 million for the years ended December 31,
2016, 2015 and 2014, respectively.

As of December 31, 2016, we had an accumulated deficit of $779.2 million. We intend to continue to make significant
investments in our business, including with respect to our employee base; sales and marketing, including expenses
relating to increased direct marketing efforts, referral programs, and free hardware and subsidized services;
development of new products, services, and features; expansion of office space and other infrastructure; expansion of
international operations; and general
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administration, including legal, finance, and other compliance expenses related to being a public company. If the costs
associated with acquiring and supporting new or larger sellers materially rise in the future, including the fees we pay
to third parties to advertise our products and services, our expenses may rise significantly. In addition, increases in our
seller base could cause us to incur increased losses because costs associated with new sellers are generally incurred up
front, while revenue is recognized thereafter as sellers utilize our services. If we are unable to generate adequate
revenue growth and manage our expenses, we may continue to incur significant losses and may not achieve or
maintain profitability.

We frequently make decisions that may reduce our short-term operating results if we believe those decisions will
improve the experiences of our sellers, their customers, and other users of our products and services, which we believe
will improve our operating results over the long term. These decisions may not be consistent with the expectations of
investors and may not produce the long-term benefits that we expect, in which case our business may be materially
and adversely affected.

We, our sellers, our partners, and others who use our services obtain and process a large amount of sensitive data. Any
real or perceived improper use of, disclosure of, or access to such data could harm our reputation as a trusted brand, as
well as have a material and adverse effect on our business.

We, our sellers, and our partners, including third-party data centers that we use, obtain and process large amounts of
sensitive data, including data related to our sellers, their customers, and their transactions. This is also true of other
users of our services, such as Square Cash and Square Payroll. We face risks, including to our reputation as a trusted
brand, in the handling and protection of this data, and these risks will increase as our business continues to expand.
Our operations involve the storage and transmission of sensitive information of individuals using our services,
including their names, addresses, social security numbers (or their foreign equivalents), payment card numbers and
expiration dates, bank account information, and data regarding the performance of our sellers’ businesses. We also
obtain sensitive information regarding our sellers’ customers, including their contact information, payment card
numbers and expiration dates, and purchase histories. Additionally, certain of our products and services are subject to
the Health Insurance Portability and Accountability Act of 1996 (and the rules and regulations thereunder, as
amended, including with respect to the HITECH Act) (HIPAA), and therefore we are required to take measures to
safeguard protected health information of our sellers and their customers. We have administrative, technical, and
physical security measures in place, and we have policies and procedures in place to contractually require third parties
to whom we transfer data to implement and maintain appropriate security measures. However, if our security
measures or those of the previously mentioned third parties are inadequate or are breached as a result of third-party
action, employee error, malfeasance, malware, phishing, hacking attacks, system error, trickery, or otherwise, and, as
a result, someone obtains unauthorized access to sensitive information, including personally identifiable information
or protected health information, on our systems or our partners’ systems, our reputation and business could be
damaged. If the sensitive information is lost or improperly disclosed or threatened to be disclosed, we could incur
significant liability and be subject to regulatory scrutiny and penalties, including costs associated with remediation.
Under payment card rules and our contracts with our card processors, if there is a breach of payment card information
that we store or that is stored by our sellers or other third parties with which we do business, we could be liable to the
payment card issuing banks for their cost of issuing new cards and other related expenses. Additionally, if our own
confidential business information were improperly disclosed, our business could be materially and adversely affected.
A core aspect of our business is the reliability and security of our payments platform. Any perceived or actual breach
of security could have a significant impact on our reputation as a trusted brand, cause us to lose existing sellers,
prevent us from obtaining new sellers, require us to expend significant funds to remedy problems caused by breaches
and to implement measures to prevent further breaches, and expose us to legal risk and potential liability including
those resulting from governmental or regulatory investigations, class action litigation and costs associated with
remediation, such as fraud monitoring. Any security breach at a company providing services to us, our sellers, or other
users of our services could have similar effects.
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Our risk management efforts may not be effective, which could expose us to losses and liability and otherwise harm
our business.

We offer managed payments and other products and services to a large number of customers, and we are responsible
for vetting and monitoring these customers and determining whether the transactions we process for them are
legitimate. When our products and services are used to process illegitimate transactions, and we settle those funds to
sellers and are unable to recover them, we suffer losses and liability. These types of illegitimate transactions can also
expose us to governmental and regulatory sanctions as well as potentially prevent us from satisfying our contractual
obligations to our third party partners, which may cause us to be in breach of our obligations. The highly automated
nature of, and liquidity offered by, our payments services make us a target for illegal or improper uses, including
fraudulent or illegal sales of goods or services, money laundering, and terrorist financing. Identity thieves and those
committing fraud using stolen or fabricated credit card or bank account numbers, or other deceptive or malicious
practices, potentially can steal significant amounts of money from businesses like ours. In
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configuring our payments services, we face an inherent trade-off between security and customer convenience. Our risk
management policies, procedures, techniques, and processes may not be sufficient to identify all of the risks to which
we are exposed, to enable us to mitigate the risks we have identified, or to identify additional risks to which we may
become subject in the future. As a greater number of larger sellers use our services, our exposure to material risk
losses from a single seller, or from a small number of sellers, will increase. Our current business and anticipated
domestic and international growth will continue to place significant demands on our risk management efforts, and we
will need to continue developing and improving our existing risk management infrastructure, techniques, and
processes. In addition, when we introduce new services, expand existing services, focus on new business types, or
begin to operate in markets where we have a limited history of fraud loss, we may be less able to forecast and reserve
accurately for those losses. Furthermore, if our risk management policies and processes contain errors or are otherwise
ineffective, we may suffer large financial losses, we may be subject to civil and criminal liability, and our business
may be materially and adversely affected.

We are currently, and will continue to be, exposed to risks associated with chargebacks and refunds in connection
with payment card fraud or relating to the goods or services provided by our sellers. In the event that a billing dispute
between a cardholder and a seller is not resolved in favor of the seller, including in situations where the seller engaged
in fraud, the transaction is typically “charged back” to the seller and the purchase price is credited or otherwise refunded
to the cardholder. If we are unable to collect chargebacks or refunds from the seller’s account, or if the seller refuses to
or is unable to reimburse us for chargebacks or refunds due to closure, bankruptcy, or other reasons, we may bear the
loss for the amounts paid to the cardholder. Since October 2015, businesses that cannot process EMV chip cards are
held financially responsible for certain fraudulent transactions conducted using chip-enabled cards. This has shifted an
increased amount of the risk for certain fraudulent transactions from the issuing banks to these sellers, which has
resulted in our having to seek an increased level of reimbursement for chargebacks from our sellers that do not deploy
EMV-compliant card readers. Not all of the readers we offer to merchants are EMV-compliant. Our financial results
would be adversely affected to the extent sellers do not fully reimburse us for the related chargebacks. We do not
collect and maintain reserves from our sellers to cover these potential losses, and for customer relations purposes we
sometimes decline to seek reimbursement for certain chargebacks. The risk of chargebacks is typically greater with
those of our sellers that promise future delivery of goods and services, which we allow on our service. If we are
unable to maintain our losses from chargebacks at acceptable levels, the payment card networks could fine us,

increase our transaction-based fees, or terminate our ability to process payment cards. Any increase in our
transaction-based fees could damage our business, and if we were unable to accept payment cards, our business would
be materially and adversely affected.

We derive substantially all of our revenue from managed payments services. Our efforts to expand our product
portfolio and market reach may not succeed and may reduce our revenue growth.

We derive substantially all of our revenue from transaction-based fees we collect in connection with managed
payments services. While we intend to continue to broaden the scope of products and services we offer, we may not be
successful in deriving any significant revenue from these products and services. Failure to broaden the scope of
products and services that are attractive may inhibit the growth of repeat business and harm our business, as well as
increase the vulnerability of our core payments business to competitors offering a full suite of products and services.
Furthermore, we may have limited or no experience in our newer markets. For example, we cannot assure you that any
of our products or services outside of managed payments services will be as widely accepted or that they will continue
to grow in revenue. These offerings may present new and difficult technological, operational, and other challenges,
and if we experience service disruptions, failures, or other issues, our business may be materially and adversely
affected. Our newer activities may not recoup our investments in a timely manner or at all. If any of this were to
occur, it could damage our reputation, limit our growth, and materially and adversely affect our business.
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Our success depends on our ability to develop products and services to address the rapidly evolving market for
payments and point-of-sale, financial, and marketing services, and, if we are not able to implement successful
enhancements and new features for our products and services, our business could be materially and adversely affected.

We expect that new services and technologies applicable to the industries in which we operate will continue to emerge
and evolve. Rapid and significant technological changes continue to confront the industries in which we operate,
including developments in e-commerce, mobile commerce, and proximity payment devices (including contactless
payments via NFC technology). Other potential changes are on the horizon as well, such as developments in
crypto-currencies and in tokenization, which replaces sensitive data (e.g., payment card information) with symbols
(tokens) to keep the data safe in the event that it ends up in the wrong hands. Similarly, there is rapid innovation in the
provision of other products and services to businesses, including in financial services and marketing services.

17

29



Edgar Filing: Square, Inc. - Form 10-K

These new services and technologies may be superior to, impair, or render obsolete the products and services we
currently offer or the technologies we currently use to provide them. Incorporating new technologies into our products
and services may require substantial expenditures and take considerable time, and we may not be successful in
realizing a return on these development efforts in a timely manner or at all. There can be no assurance that any new
products or services we develop and offer to our sellers will achieve significant commercial acceptance. Our ability to
develop new products and services may be inhibited by industry-wide standards, payment card networks, laws and
regulations, resistance to change from buyers or sellers, or third parties’ intellectual property rights. Our success will
depend on our ability to develop new technologies and to adapt to technological changes and evolving industry
standards. If we are unable to provide enhancements and new features for our products and services or to develop new
products and services that achieve market acceptance or that keep pace with rapid technological developments and
evolving industry standards, our business would be materially and adversely affected.

The success of enhancements, new features, and products and services depends on several factors, including the
timely completion, introduction, and market acceptance of the enhancements or new features or services. We often
rely not only on our own initiatives and innovations, but also on third parties, including some of our competitors, for
the development of and access to new technologies. Failure to accurately predict or to respond effectively to
developments in our industry may significantly impair our business.

In addition, because our products and services are designed to operate with a variety of systems, infrastructures, and
devices, we need to continuously modify and enhance our products and services to keep pace with changes in mobile,
software, communication, and database technologies. We may not be successful in either developing these
modifications and enhancements or in bringing them to market in a timely and cost-effective manner. Any failure of
our products and services to continue to operate effectively with third-party infrastructures and technologies could
reduce the demand for our products and services, result in dissatisfaction of our sellers or their customers, and
materially and adversely affect our business.

Substantial and increasingly intense competition in our industry may harm our business.

We compete in markets characterized by vigorous competition, changing technology, changing seller and buyer needs,
evolving industry standards, and frequent introductions of new products and services. We expect competition to
intensify in the future as existing and new competitors introduce new services or enhance existing services. We
compete against many companies to attract customers, and some of these companies have greater financial resources
and substantially larger bases of customers than we do, which may provide them with significant competitive
advantages. These companies may devote greater resources to the development, promotion, and sale of products and
services, and they may offer lower prices or more effectively introduce their own innovative products and services that
adversely impact our growth. Mergers and acquisitions by these companies may lead to even larger competitors with
more resources. We also expect new entrants to offer competitive products and services. Certain sellers have
long-standing exclusive, or nearly exclusive, relationships with our competitors to accept payment cards and other
services that we offer. These relationships may make it difficult or cost-prohibitive for us to conduct material amounts
of business with them. Competing services tied to established brands may engender greater confidence in the safety
and efficacy of their services. If we are unable to differentiate ourselves from and successfully compete with our
competitors, our business will be materially and adversely affected.

We may also face pricing pressures from competitors. Some potential competitors are able to offer lower prices to
sellers for similar services by cross-subsidizing their payments services through other services they offer. Such
competition may result in the need for us to alter the pricing we offer to our sellers and could reduce our gross profit.
In addition, as we grow, sellers may demand more customized and favorable pricing from us, and competitive
pressures may require us to agree to such pricing, further reducing our gross profit. We currently negotiate pricing
discounts and other incentive arrangements with certain large sellers to increase acceptance and usage of our products
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and services. If we continue this practice and if an increasing proportion of our sellers are large sellers, we may have
to increase the discounts or incentives we provide, which could also reduce our gross profit.

We are dependent on payment card networks and acquiring processors, and any changes to their rules or practices
could harm our business.

Our business depends on our ability to accept credit and debit cards, and this ability is provided by the payment card
networks, including Visa, MasterCard, American Express, and Discover. Other than American Express, we do not
directly access the payment card networks that enable our acceptance of payment cards. As a result, we must rely on
banks and acquiring processors to process transactions on our behalf. Our acquiring processor agreements have terms
ranging from two to six years. Our three largest such agreements expire between the third quarter of 2017 and the first
quarter of 2020, and two of these
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agreements, including the one expiring in 2017, provide for automatic renewal. These banks and acquiring processors
may fail or refuse to process transactions adequately, may breach their agreements with us, or may refuse to renew
these agreements on commercially reasonable terms. They might also take actions that degrade the functionality of our
services, impose additional costs or requirements on us, or give preferential treatment to competitive services,
including their own services. If we are unsuccessful in establishing or maintaining mutually beneficial relationships
with these payment card networks, banks, and acquiring processors, our business may be harmed.

The payment card networks and our acquiring processors require us to comply with payment card network operating
rules, including special operating rules that apply to us as a “payment service provider” providing payment processing
services to merchants. The payment card networks set these network rules and have discretion to interpret them and
change them. Any changes to or interpretations of the network rules that are inconsistent with the way we or our
acquiring processors currently operate may require us to make changes to our business that could be costly or difficult
to implement. If we fail to make such changes or otherwise resolve the issue with the payment card networks, the
networks could fine us or prohibit us from processing payment cards. In addition, violations of the network rules or
any failure to maintain good relationships with the payment card networks could impact our ability to receive
incentives from them, could increase our costs, or could otherwise harm our business. If we were unable to accept
payment cards or were limited in our ability to do so, our business would be materially and adversely affected.

We are required to pay interchange fees and assessments to the payment card networks, as well as fees to our
acquiring processors, to process transactions. From time to time, payment card networks have increased, and may
increase in the future, the interchange fees and assessments that they charge for each transaction processed using their
networks. In addition, our acquiring processors and payment card networks may refuse to renew our agreements with
them on commercially reasonable terms or at all. Interchange fees or assessments are also subject to change from time
to time due to government regulation. Because we generally charge our sellers a flat rate for our managed payments
services, rather than passing through interchange fees and assessments to our sellers directly, any increase or decrease
in interchange fees or assessments or in the fees we pay to our acquiring processors could make our pricing look less
competitive, lead us to change our pricing model, or adversely affect our margins.

We could be, and in the past have been, subject to penalties from payment card networks if we fail to detect that
sellers are engaging in activities that are illegal, contrary to the payment card network operating rules, or considered
“high risk.” We must either prevent high-risk sellers from using our products and services or register such sellers with
the payment card networks and conduct additional monitoring with respect to such sellers. Although the amount of
these penalties has not been material to date, any additional penalties in the future could become material and could
result in termination of our ability to accept payment cards or could require changes in our process for registering new
sellers. This could materially and adversely affect our business.

Our quarterly results of operations and operating metrics fluctuate significantly and are unpredictable and subject to
seasonality, which could result in the trading price of our Class A common stock being unpredictable or declining.

Our quarterly results of operations may vary significantly and are not necessarily an indication of future performance.
These fluctuations may be due to a variety of factors, some of which are outside of our control and may not fully
reflect the underlying performance of our business. Our limited operating history combined with the rapidly evolving
markets in which we operate also contributes to these fluctuations. Fluctuations in quarterly results may materially and
adversely affect the predictability of our business and the price of our Class A common stock.

Factors that may cause fluctuations in our quarterly financial results include our ability to attract and retain new
customers; the timing, effectiveness, and costs of expansion and upgrades of our systems and infrastructure, as well as
the success of those expansions and upgrades; the outcomes of legal proceedings and claims; our ability to maintain or
increase revenue, gross margins, and operating margins; our ability to continue introducing new services and to
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continue convincing customers to adopt additional offerings; increases in and timing of expenses that we may incur to
grow and expand our operations and to remain competitive; period-to-period volatility related to fraud and risk losses;
system failures resulting in the inaccessibility of our products and services; changes in the regulatory environment,
including with respect to security, privacy, or enforcement of laws and regulations by regulators, including fines,
orders, or consent decrees; changes in global business or macroeconomic conditions; unusual weather conditions;
general retail buying patterns; and the other risks described in this Annual Report on Form 10-K.

We depend on key management, as well as our experienced and capable employees, and any failure to attract,
motivate, and retain our employees could harm our ability to maintain and grow our business.
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Our future success is significantly dependent upon the continued service of our executives and other key employees. If
we lose the services of any member of management or any key personnel, we may not be able to locate a suitable or
qualified replacement, and we may incur additional expenses to recruit and train a replacement, which could severely
disrupt our business and growth. Jack Dorsey, our co-founder, President, and Chief Executive Officer, also serves as
Chief Executive Officer of Twitter, Inc. This may at times adversely affect his ability to devote time, attention, and
effort to Square.

To maintain and grow our business, we will need to identify, hire, develop, motivate, and retain highly skilled
employees. Identifying, recruiting, training, integrating, and retaining qualified individuals requires significant time,
expense, and attention. In addition, from time to time, there may be changes in our management team that may be
disruptive to our business. If our management team, including any new hires that we make, fails to work together
effectively and to execute our plans and strategies on a timely basis, our business could be harmed. Competition for
highly skilled personnel is intense, particularly in the San Francisco Bay Area where our headquarters are located. We
may need to invest significant amounts of cash and equity to attract and retain new employees, and we may never
realize returns on these investments. If we are not able to add and retain employees effectively, our ability to achieve
our strategic objectives will be adversely affected, and our business and growth prospects will be harmed.

In addition, a number of employees, including many members of management, may be able to receive significant
proceeds from sales of our equity in the public markets. As a result, it may be difficult for us to continue to retain and
motivate these employees, and, if we are unable to do so, our business may be materially and adversely affected.

If we do not continue to improve our operational, financial and other internal controls and systems to manage growth
effectively, our business could be harmed.

Our current business and anticipated growth will continue to place significant demands on our management and other
resources. In order to manage our growth effectively, we must continue to strengthen our existing infrastructure and
operational procedures, enhance our internal controls and reporting systems, and ensure we timely and accurately
address issues as they arise. In particular, our continued growth will increase the challenges involved in:

improving and implementing existing and developing new internal administrative infrastructure, particularly our

operational, financial, communications and other internal systems and procedures;

installing enhanced management information and control system; and

preserving our core values, strategies, and goals and effectively communicating these to our employees worldwide.

If we are not successful in developing and implementing the right processes and tools to manage our enterprise, our
ability to compete successfully and achieve our business objectives could be impaired.

These efforts may require substantial financial expenditures, commitments of resources, developments of our
processes, and other investments and innovations. As we grow, we may not be able to develop and launch new
features for our products and services as quickly as a smaller, more efficient organization. If we do not successfully
manage our growth, our business will suffer.

A deterioration of general macroeconomic conditions could materially and adversely affect our business and financial
results.

Our performance is subject to economic conditions and their impact on levels of spending by businesses and their
customers. Most of the sellers that use our services are small businesses, many of which are in the early stages of their
development, and these businesses may be disproportionately adversely affected by economic downturns and may fail
at a higher rate than larger or more established businesses. If spending by their customers declines, these businesses
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would experience reduced sales and process fewer payments with us or, if they cease to operate, stop using our
products and services altogether. Small businesses frequently have limited budgets and limited access to capital, and
they may choose to allocate their spending to items other than our financial or marketing services, especially in times
of economic uncertainty or in recessions. In addition, if more of our sellers cease to operate, this may have an adverse
impact not only on the growth of our payments services but also on our transaction and advance loss rates, and the
success of our other services. For example, if sellers processing payments with us receive chargebacks after they cease
to operate, we may incur additional losses. Additionally, the growth in the number of sellers qualifying for
participation in the Square Capital program may slow, the receivables related to the Square Capital MCAs may
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decline, or business loans may be paid more slowly, or not at all. Furthermore, our investment portfolio, which
includes U.S. government and corporate securities, is subject to general credit, liquidity, market, and interest rate
risks, which may be exacerbated by certain events that affect the global financial markets. If global credit and equity
markets decline for extended periods, or if there is a downgrade of the securities within our portfolio, the investment
portfolio may be adversely affected and we could determine that our investments have experienced an
other-than-temporary decline in fair value, requiring impairment charges that could adversely affect our financial
results. Thus, if general macroeconomic conditions deteriorate, our business and financial results could be materially
and adversely affected.

If we are unable to maintain, promote, and grow our brand through effective marketing and communications
strategies, our brand and business may be harmed.

We believe that maintaining and promoting our brand in a cost-effective manner is critical to achieving widespread
acceptance of our products and services and to expanding our base of customers. Maintaining and promoting our
brand will depend largely on our ability to continue to provide useful, reliable, and innovative products and services,
which we may not do successfully. We may introduce, or make changes to, features, products, services, or terms of
service that customers do not like, which may materially and adversely affect our brand. Our brand promotion
activities may not generate customer awareness or increase revenue, and even if they do, any increase in revenue may
not offset the expenses we incur in building our brand. If we fail to successfully promote and maintain our brand or if
we incur excessive expenses in this effort, our business could be materially and adversely affected.

The introduction and promotion of new services, as well as the promotion of existing services, may be partly
dependent on our visibility on third-party advertising platforms, such as Google, Twitter, or Facebook. Changes in the
way these platforms operate or changes in their advertising prices or other terms could make the maintenance and
promotion of our products and services and our brand more expensive or more difficult. If we are unable to market
and promote our brand on third-party platforms effectively, our ability to acquire new sellers would be materially
harmed.

We have received a significant amount of media coverage since our formation. We have also been from time to time
in the past, and may in the future be, the target of incomplete, inaccurate, and misleading or false statements about our
company, our business, and our products and services that could damage our brand and materially deter people from
adopting our services. Negative publicity about our company or our management, including about our product quality
and reliability, changes to our products and services, privacy and security practices, litigation, regulatory enforcement,
and other actions, as well as the actions of our customers and other users of our services, even if inaccurate, could
cause a loss of confidence in us. Our ability to respond to negative statements about us may be limited by legal
prohibitions on permissible public communications by us during future periods.

Expanding our business globally could subject us to new challenges and risks.

We currently offer our services and products in multiple countries and plan to continue expanding our business further
globally. Additional expansion, whether in our existing or new global markets, will require additional resources and
controls, and offering our services in new geographic regions often requires substantial expenditures and takes
considerable time, and we may not be successful enough in these new geographies to recoup our investments in a
timely manner or at all. Such expansion could also subject our business to substantial risks, including:

difficulty in attracting a sufficient number of sellers;

failure to anticipate competitive conditions;

conformity with applicable business customs, including translation into foreign languages and associated expenses;

increased costs and difficulty in protecting intellectual property and sensitive data;
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changes to the way we do business as compared with our current operations or a lack of acceptance of our products
and services;
the ability to support and integrate with local third-party service providers;
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competition with service providers or other entrenched market-players that have greater experience in the local
markets than we do;

difficulties in staffing and managing foreign operations in an environment of diverse culture, laws and customs,
challenges caused by distance, language, and cultural differences, and the increased travel, infrastructure and legal
and compliance costs associated with global operations;

difficulties in recruiting and retaining qualified employees;

difficulty in gaining acceptance from industry self-regulatory bodies;

compliance with multiple, potentially conflicting and changing governmental laws and regulations, including with
respect to data privacy and security;

compliance with U.S. and foreign anti-bribery laws;

potential tariffs, sanctions, or other trade barriers including fines;

exchange rate risk;

compliance with potentially conflicting and changing laws of taxing jurisdictions where we conduct business and
applicable U.S. tax laws, the complexity and adverse consequences of such tax laws and potentially adverse tax
consequences due to changes in such tax laws; and

regional economic and political instability.

As a result of these risks, our efforts to expand our global operations may not be successful, which could limit our
ability to grow our business.

We rely on third parties and their systems for a variety of services, including the processing of transaction data and
settlement of funds to us and our sellers, and these third parties’ failure to perform these services adequately could
materially and adversely affect our business.

To provide our managed payments solution and other products and services, we rely on third parties that we do not
control, such as the payment card networks, our acquiring processors, the payment card issuers, various financial
institution partners (including those for Square Capital and Square Cash), systems like the Federal Reserve Automated
Clearing House, and other partners. We rely on these third parties for a variety of services, including the transmission
of transaction data, processing of chargebacks and refunds, settlement of funds to our sellers, and the provision
information and other elements of our services. For example, we currently rely on three acquiring processors in the
United States and two for each of Canada, Japan, and Australia. While we believe there are other acquiring processors
that could meet our needs, adding or transitioning to new providers may significantly disrupt our business and
increase our costs. In the event these third parties fail to provide these services adequately, including as a result of
errors in their systems or events beyond their control, or refuse to provide these services on terms acceptable to us or
at all, and we are not able to find suitable alternatives, our business may be materially and adversely affected.

Our services must integrate with a variety of operating systems, and the hardware that enables merchants to accept
payment cards must interoperate with third-party mobile devices utilizing those operating systems. If we are unable to
ensure that our services or hardware interoperate with such operating systems and devices, our business may be
materially and adversely affected.

We are dependent on the ability of our products and services to integrate with a variety of operating systems, as well
as web browsers that we do not control. Any changes in these systems that degrade the functionality of our products
and services, impose additional costs or requirements on us, or give preferential treatment to competitive services,
including their own services, could materially and adversely affect usage of our products and services. In addition, we
rely on app marketplaces, such as the Apple App Store and Google Play, to drive downloads of our mobile app.
Apple, Google, or other operators of app marketplaces regularly make changes to their marketplaces, and those
changes may make access to our products and services more difficult. In the event that it is difficult for our sellers to
access and use our products and services, our business may be materially and
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adversely affected. Furthermore, Apple, Google, or other operators of app marketplaces regularly provide software
updates, and such software updates may not operate effectively with our products and services, which may reduce the
demand for our products and services, result in dissatisfaction by our sellers or their customers, and may materially
and adversely affect our business.

In addition, our hardware interoperates with mobile devices developed by third parties. For example, the current
version of our magstripe reader plugs into the audio jack of most smartphones and tablets. In September 2016, Apple
introduced the iPhone 7, which does not have an audio jack, and instead Apple provided an adapter that can be
inserted into a connectivity port. This change and other potential changes in the design of future mobile devices may
limit the interoperability of our hardware with such devices and require modifications to our hardware. If we are
unable to ensure that our hardware continues to interoperate effectively with such devices, if doing so is costly, or if
existing merchants decide not to utilize additional parts necessary for interoperability, our business may be materially
and adversely affected.

Many of our key components are procured from a single or limited number of suppliers. Thus, we are at risk of
shortage, price increases, changes, delay, or discontinuation of key components, which could disrupt and materially
and adversely affect our business.

Many of the key components used to manufacture our products, such as the custom parts of our magstripe reader,
including its magnetic stripe-reading element, its plastic cover, and its application-specific integrated circuits, come
from limited or single sources of supply, as do the plastic cover, connector, and security cage of our contactless and
chip reader. In addition, in some cases, we rely only on one manufacturer to fabricate, test, and assemble our products.
For example, a single manufacturer assembles our magstripe reader and our contactless and chip reader, as well as
manufactures those products’ plastic parts with custom tools that we own but that they maintain on their premises. The
term of the agreement with that manufacturer automatically renews for consecutive one-year periods unless either
party provides notice of non-renewal. In general, our contract manufacturers fabricate or procure components on our
behalf, subject to certain approved procedures or supplier lists, and we do not have firm commitments from all of
these manufacturers to provide all components, or to provide them in quantities and on timelines that we may require.
For example, pursuant to a development and supply agreement, a component supplier provides design, development,
customization, and related services for components of the magnetic stripe-reading element in some of our products.
The term of the agreement renews for successive two-year terms unless either party provides notice of non-renewal.
Similarly, a component provider develops certain application-specific integrated circuits for our products pursuant to
our designs and specifications. The term of our agreement with this provider renews for consecutive one-year periods
unless either party provides notice of non-renewal.

Due to our reliance on the components or products produced by suppliers such as these, we are subject to the risk of
shortages and long lead times in the supply of certain components or products. We are still in the process of
identifying alternative manufacturers for the assembly of our products and for most of the single-sourced components
used in our products. In the case of off-the-shelf components, we are subject to the risk that our suppliers may
discontinue or modify them, or that the components may cease to be available on commercially reasonable terms. We
have in the past experienced, and may in the future experience, component shortages or delays or other problems in
product assembly, and the availability of these components or products may be difficult to predict. For example, our
manufacturers may experience disruptions in their manufacturing operations due to equipment breakdowns, labor
strikes or shortages, natural disasters, component or material shortages, cost increases, or other similar problems.

Additionally, various sources of supply-chain risk, including strikes or shutdowns at delivery ports or loss of or
damage to our products while they are in transit or storage, intellectual property theft, losses due to tampering, or
other similar problems could limit the supply of our products. In the event of a shortage or supply interruption from
suppliers of these components, we may not be able to develop alternate sources quickly, cost-effectively, or at all. Any
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interruption or delay in manufacturing, component supply, any increases in component costs, or the inability to obtain
these parts or components from alternate sources at acceptable prices and within a reasonable amount of time, would
harm our ability to provide our products to sellers on a timely basis. This could harm our relationships with our
sellers, prevent us from acquiring new sellers, and materially and adversely affect our business.
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Our business could be harmed if we are unable to accurately forecast demand for our products and to adequately
manage our product inventory.

We invest broadly in our business, and such investments are driven by our expectations of the future success of a
product. Our products, such as the Square Reader, often require investments with long lead times. An inability to
correctly forecast the success of a particular product could harm our business. We must forecast inventory needs and
expenses and place orders sufficiently in advance with our third-party suppliers and contract manufacturers based on
our estimates of future demand for particular products. Our ability to accurately forecast demand for our products
could be affected by many factors, including an increase or decrease in demand for our products or for our competitors’
products, unanticipated changes in general market conditions, and the change in economic conditions.

If we underestimate demand for a particular product, our contract manufacturers and suppliers may not be able to
deliver sufficient quantities of that product to meet our requirements, and we may experience a shortage of that
product available for sale or distribution. The shortage of a popular product could materially and adversely affect our
brand, our seller relationships, and the acquisition of additional sellers. If we overestimate demand for a particular
product, we may experience excess inventory levels for that product and the excess inventory may become obsolete or
out-of-date. Inventory levels in excess of demand may result in inventory write-downs or write-offs and the sale of
excess inventory at further discounted prices, which could negatively impact our gross profit and our business.

Our products and services may not function as intended due to errors in our software, hardware, and systems, product
defects, or due to security breaches or human error in administering these systems, which could materially and
adversely affect our business.

Our software, hardware, and systems may contain undetected errors that could have a material adverse effect on our
business, particularly to the extent such errors are not detected and remedied quickly. We have from time to time
found defects in our customer-facing software and hardware, internal systems, and technical integrations with
third-party systems, and new errors may be introduced in the future. We rely on a limited number of component and
product suppliers located outside of the U.S. to manufacture our products. As a result, our direct control over
production and distribution is limited and it is uncertain what effect such diminished control will have on the quality
of our products. If there are defects in the manufacture of our hardware products, we may face negative publicity,
government investigations, and litigation, and we may not be fully compensated by our suppliers for any financial or
other liability that we suffer as a result.

In addition, we provide frequent incremental releases of product and service updates and functional enhancements,
which increases the possibility of errors. The electronic payments products and services we provide are designed to
process complex transactions and deliver reports and other information related to those transactions, all at high
volumes and processing speeds. Since customers use our services for important aspects of their businesses, any errors,
defects, third-party security breaches such as cyber-attacks or identify theft, malfeasance, disruptions in services, or
other performance problems with our services could hurt our reputation and damage our customers’ businesses.
Software and system errors, or human error, could delay or inhibit settlement of payments, result in oversettlement,
cause reporting errors, or prevent us from collecting transaction-based fees, all of which have occurred in the past.
Similarly, third-party security breaches such as cyber-attacks or identity theft could disrupt the proper functioning of
our software products or services, cause errors, allow unauthorized access to sensitive, proprietary or confidential
information of ours or our sellers, and other destructive outcomes. Moreover, third-party security breaches or errors in
our hardware design or manufacture could cause product safety issues typical of consumer electronics devices. Such
issues could lead to product recalls and inventory shortages, result in costly and time-consuming effort